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The Digital Operational Resilience Regulation, Regulation (EU) 2022/2554
(“DORA”’) requires that twenty-one different types of financial entities
covered by the Regulation shall contract with ICT service providers in

a manner that complies with detailed contractual requirements. As de-
scribed in the recitals of DORA, these contractual requirements are intend-
ed to provide certain minimum safeguards to strengthen financial entities’
ability to effectively monitor all ICT risk emerging at the level of third-par-

ty service providers.

This best practice guidance explains how financial entities can go about

establishing contracting compliance.
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Executive summary

This guide serves as a tool for financial entities to ensure their ICT service contracts meet the new, stringent re-
quirements set forth by DORA, supplementing existing regulations like the EBA Outsourcing Guidelines and
EIOPA Cloud Outsourcing Guidelines.

Key takeaways include:

« DORA applies to all ongoing ICT service contracts, expanding the scope beyond the scope of the EBA
Outsourcing Guidelines.

« Financial entities must reassess contracts previously not considered critical or important under EBA
Outsourcing Guidelines, as DORA’s scope is broader.

« DORA'’s requirements are more detailed and prescriptive, necessitating updates to contracts to
ensure compliance.

« The guidance outlines direct and gives examples of indirect contracting requirements, with indirect
requirements also being necessary for financial entities to fulfil their regulatory obligations.

« Strategies for updating existing contracts and drafting new ones are provided.

With a compliance deadline of 17 January 2025, financial entities must act promptly to renegotiate existing
contracts and ensure new contracts are DORA-compliant.

This guidance concludes with an annex comparing DORA’s direct contracting requirements with the EBA
Outsourcing Guidelines, pinpointing the gaps on direct contracting requirements that contracts must address
to achieve full DORA compliance. We later shortly issue a similar gap analysis between the EIOPA Cloud
Outsourcing Guidelines and DORA.

The existing and past legal requirements to contracting

Introduction

In the recent past, credit institutions, such as banks, have complied with the EBA Guidelines on outsourcing
arrangements (the “EBA Outsourcing Guidelines”) as implemented under Danish law by Executive Order
973 of 22 June 2022 (the “DEQO”) when contracting for outsourced services.

In Denmark, insurance companies have been separated in two groups. Group-1 insurance companies

have complied with the broader regulation under article 2774 of the Solvency IT Delegated Regulation (the
“Solvency II”) and in case of cloud services also the EIOPA Guidelines on outsourcing to cloud service
providers of 2021 (the “EIOPA Cloud Outsourcing Guidelines”)*. ATP, Lenmodtagernes Dyrtidsfond and
Group-2 insurance companies have complied with Executive order 723 of 28 May 2022 (and not Solvency II as
such) and the EIOPA Cloud Outsourcing Guidelines.

DORA does not replace that existing regulation, rather it is complimentary (DORA recital no. 29). This also
means that all aspects of the various legislative requirements across multiple types of regulations must be
complied with. DORA applies to all contracts on “ICT services” “provided on an ongoing basis” and not only

to “outsourcing arrangements” as is the case in respect of the EBA Outsourcing Guidelines. For practical
purposes, DORA will apply to all contracts that are within scope of the EBA Outsourcing Guidelines, except
potentially BPO outsourcing contracts depending on whether the main component is ICT or relies primarily on
ICT (although this not specifically addressed in DORA).

Preamble of DORA, recital no. 69:

“Even though Union financial services law contains certain general rules on outsourcing,
monitoring of the contractual dimension is not fully anchored into Union law. In the ab-
sence of clear and bespoke Union standards applying to the contractual arrangements

1 EIOPA Cloud Outsourcing Guidelines apply to all cloud outsourcing arrangements entered into or amended on or after 1 January 2021.
“Cloud services” is defined as “services provided using cloud computing, that is, a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g. networks, servers, storage, applications and services) that can be
rapidly provisioned and released with minimal management effort or service provider interaction”.
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concluded with ICT third-party service providers, the external source of ICT risk is not
comprehensively addressed. Consequently, it is necessary to set out certain key principles

to guide financial entities’ management of ICT third-party risk, which are of particular im-
portance when financial entities resort to ICT third-party service providers to support their
critical or important functions. Those principles should be accompanied by a set of core
contractual rights in relation to several elements in the performance and termination of
contractual arrangements with a view to providing certain minimum safeguards in order
to strengthen financial entities’ ability to effectively monitor all ICT risk emerging at the
level of third-party service providers. Those principles are complementary to the sectoral
law applicable to outsourcing.”

Lessons learned from previous compliance projects

The financial sector has spent significant resources in upgrading existing contracts with providers of relevant
outsourcing services to become compliant with GDPR and contracting requirements and it is with a certain
reluctance that a new round of compliance projects must now be initiated.

As a learning from compliance projects related to e.g. EBA Outsourcing Guidelines, many financial entities
have found that negotiation or renegotiation contracts for these types of services were difficult at times and not
without concessions. In the recitals of DORA, EU recognises the difficulties that financial entities have encoun-
tered and mentions specific rights such as securing sufficient access or audit rights and securing sufficient safe-
guards allowing for the fully-fledged monitoring of subcontract processes. In line with many financial entities
experiences, EU recognises that ICT services providers often provide standardised services to different types of
clients and such contractual arrangements do not always cater adequately for the individual or specific needs
of financial industry actors (DORA recital no. 28). Although DORA entails yet another compliance project, one
would assume that service providers servicing the financial services industry have adapted somewhat to the
fact that requirements have only increased and will likely continue to do so going forward.

The key question that we are attempting to address is what the gap is between past legal contracting require-
ments and DORA requirements and which strategies to apply when conducting a DORA contracting com-
pliance project. Put in another manner, to which extent can financial entities rely on contracts having been
made “EBA-compliant” or does DORA contract compliance require a greenfield approach? In this best prac-
tice guidance, we will provide both high level considerations and input to the detailed analysis of concrete re-
quirements. This is intended to support financial entities in designing efficient strategies on the execution of a
DORA contract compliance project.

Briefly on DORA

DORA is a binding EU legislative act that becomes immediately enforceable in all member states. DORA will
take effect as of 17 January 2025, meaning that financial entities must comply with DORA as of that date. In
respect of contracting compliance, financial entities must have renegotiated existing contracts in scope of
DORA to comply at or before that date and all future contracts must comply as well.

DORA deals with digital resilience and therefore exclusively with work processes, policies and procedures,
and contracts related to information and communications technology (“ICT”). According to DORA, “ICT
services” is defined as “digital and data services provided through ICT systems to one or more internal
or external users on an ongoing basis, including hardware as a service and hardware services which in-
cludes the provision of technical support via software or firmware updates by the hardware provider,
excluding traditional analogue telephone services”. DORA does not provide further information or break-
down of what is considered “ICT services”.

Consequently, the following cumulative conditions must be fulfilled for DORA to apply to a particular contract:
The services must be
i. “digital and data services”
ii. “provided through ICT systems”
iii. “to one or more internal or external users”

iv. “on an ongoing services” nature
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The main purpose of DORA is to establish high and robust digital resilience in the finance sector by stating
both broad and concrete requirements in respect of:

o ICT risk management
« Reporting of major ICT, security, or payment-related incidents
» Resilience testing

« Information and intelligence gathering on cyber threats and vulnerabilities.

The contracting requirements is a minor part of the overall requirements covered in three out of 63 articles
in DORA.

Technical standards and policy products under DORA

DORA contains 106 recitals in the preamble and 64 articles. To operationalize the use of DORA, the
European Supervisory Authorities (EBA, EIOPA and ESMA — the ESAs) are mandated through their joint
committee to issue several binding policy products, so-called Regulatory Technical Standards (“RTSs”),
Implementation Technical Standards (“ITSs”), and other joint guidelines, which have been published in
two separate batches. The first batch of such policy products was published on 19 June 2023 and is cur-
rently pending final confirmation by the European Commission. The second batch was published on 8
December 2023 and the ESAs expect to submit the policy products to the European Commission and issue
the guidelines by the deadline 17 July 2024 (exactly six months prior to DORA becoming effective across
EU on 17 January 2025). The European Commission will issue the policy products in the form of Delegated
Regulations that will be directly binding and will not require implementation by local law.

The contents of the RTSs and other guidelines will be key in creating and implementing internal policies, work
processes, and artefacts to underpin DORA compliance.

The RTSs and guidelines include:

Title DORA references Contents

Estimation of aggregated annual costs ~ Article 11 Sets out the harmonisation of the estimation by finan-

and losses caused by major ICT-related cial entities of their aggregated annual costs and loss-

incidents es caused by major information and communication
technology.

Harmonise ICT risk management tools, Articles 15 and 16 Sets out the harmonisation of ICT risk management

methods, processes and policies tools, methods, processes and policies and develops a

simplified ICT risk management framework for certain
financial entities.

Criteria for the classification of ICT re-  Articles 18 and 19 Sets out detailed classification criteria, definitions rele-

lated incidents, materiality thresholds vant to the reporting of major incidents.

for major incidents and significant cy-

ber threats

Content of the notification and reports  Article 18, 19 and Sets out the content of the reports for ICT related inci-
for major incidents and significant cy- 20 dents and the notification for significant cyber threats,
ber threats and determining the time and the time limits for FEs to report these incidents to
limits for reporting major incidents competent authorities.

Specifying elements related to threat Article 26(11) Sets out criteria for identifying financial entities required
led penetration tests to conduct threat-led penetration testing, stipulates

standards for internal testers, delineates testing phases,
methodologies, results, and remediation processes, and
specifies the necessary supervisory cooperation for im-
plementing and mutually recognising TLPT.

Specify the detailed content of the pol-  Article 28 Sets out detailed content of the policy on the contractual
icy in relation to the contractual ar- arrangements regarding on the use of ICT services sup-
rangements on the use of ICT services porting critical or important functions provided by ICT
supporting critical or important func- third-party service providers.

tions provided by ICT third-party ser-
vice providers
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Title DORA references

Specify the elements which a financial
entity needs to determine and assess

when subcontracting ICT services sup-
porting critical or important functions

Article 30

Contents

Sets out requirements for the use of subcontracted ICT
services supporting critical or important functions or ma-
terial parts thereof by ICT third-party service providers
and requirements regarding the implementation, moni-

toring and management of contractual arrangement re-
garding the subcontracting conditions for the use of ICT
services.

Oversight cooperation and information  Article 32(7)
exchange between the ESAs and the and the articles
competent authorities in Section II of

Sets out the cooperation between the ESAs and the CAs
covering the detailed procedures and conditions for the
allocation and execution of tasks between CAs and the

Chapter V ESAs and the details on the exchanges of information
which are necessary for CAs to ensure the follow-up of
recommendations addressed to CTPPs.

Harmonisation of conditions enabling  Article 41 Sets out the information required from ICT third-party

the conduct of the oversight activities service providers and outlines the criteria for establishing

a joint examination team and details the assessment pro-
cess by competent authorities of measures implemented
by CTPPs.

The draft RTSs are available on ESMAs website.?

Scope and key differences between DORA, EBA Outsourcing Guidelines
and EIOPA Cloud Outsourcing Guidelines

We are providing a separate and detailed guidance note on the scope/applicability of DORA and the elements
that financial entities should consider for a specific contract when assessing whether DORA, EBA Outsourcing
Guidelines and/or EIOPA Outsourcing Guidelines apply.

There are many similarities between the approach taken under the EBA Outsourcing Guidelines, the EIOPA
Cloud Outsourcing Guidelines, and the requirements under DORA. As an example, the pre-contract assess-
ment requirements are broadly similar.

The well-known concepts of “critical or important functions” and proportionality apply in a similar manner to
requirements under DORA. However, while EBA Outsourcing Guidelines and DORA have similar contracting
requirements, DORA has more requirements that apply to all contracts, irrespective whether critical or impor-
tant, where the same requirements under the EBA Outsourcing Guidelines and DEO only apply to contracts on
critical and important functions. In practice and for purposes of contract compliance projects, this means that
financial entities will have to institute several new contractual requirements in respect of contracts that during
EBA contract compliance projects were designated as “non-critical and important” and which therefore previ-
ously were updated to meet less robust standards. In other words, when updating contracts to be DORA compli-
ant there will be less work associated with updating those contracts that were originally designated as critical or
important than the other on-going ICT contracts. The long tail of contracts to be updated has gotten longer.

The EBA Outsourcing Guidelines and EIOPA Cloud Outsourcing Guidelines cover outsourcing of ongoing ser-
vices and neither cover one time delivery projects, nor functions which would normally fall outside the scope
of what a financial entity can reasonably perform.

DORA applies to all ICT contracts concerned with the delivery of recurring services, including IaaS, PaaS, and
Saa$ services. As a starting point, the scope of EBA/EIOPA and DORA will overlap when dealing with ongoing
services related to operation or maintenance of information technology.

The EBA criteria on services that “normally fall outside the scope of what a financial institution” does not
apply under DORA. This means that contracts that may not be in-scope of the EBA Outsourcing Guidelines
could be in-scope of DORA because the “normally fall outside” qualification does not apply under DORA.

2 https://www.esma.europa.eu/press-news/esma-news/esas-publish-first-set-rules-under-dora-ict-and-third-party-risk-management and
https://www.esma.europa.eu/press-news/esma-news/esas-launch-joint-consultation-second-batch-policy-mandates-under-digital


https://www.esma.europa.eu/press-news/esma-news/esas-publish-first-set-rules-under-dora-ict-and-third-party-risk-management
https://www.esma.europa.eu/press-news/esma-news/esas-launch-joint-consultation-second-batch-policy-mandates-under-digital

BEST PRACTICE GUIDANCE — DORA CONTRACT COMPLIANCE | GORRISSEN FEDERSPIEL PAGE 7

For practical purposes, financial entities must reassess whether certain contracts were excluded from EBA
contracting compliance projects for latter reason and if so, such contracts will likely be in-scope of a DORA
contracting compliance project.

The overlapping regulatory scope

DORA

Outsourcing of business processes
(BPO) if the main component is ICT Outsourcing
or relies primarily on ICT) of IT

Outsourcing of
DORA cloud services, e.g.
Scope: ICT services (digital and data services) Saa$, IaaS, PaaS

EBA EIOPA

Outsourcing of business processes
(BPO) if the main component is not ICT |
or relies primarily on ICT) ‘ EIOPA Cloud Outsourcing
Guidelines + Solvency II
Delegated Regulation for group-1
EBA Outsourcing Guidelines + and Danish Executive order 723 of
Danish Executive Order 973 of 22 28 May 2022 for group-2
June 2022 Scope: Outsourcing in general and
Scope: Outsourcing in general Cloud Outsourcing specifically
Entities: Banks, payment institutions, etc. Entities: Insurance companies

Sourcing/outsourcing of IT services Sourcing/outsourcing of other services than
IT
« DORA relates specifically to IT.
«  Qutsourcing of business processes (BPO)
Outsourcing of IT for banks etc. will be subject for banks ete. will likely be subject to EBA
to DORA + EBA Outsourcing Guidelines. Outsourcing Guidelines and not DORA.

Outsourcing of cloud for insurance compa-
nies will be subject to DORA + EIOPA Cloud
Outsourcing Guidelines.

The contractual requirements of DORA are comple- The contractual requirements of the sectoral law ap-
mentary to the sectoral law applicable to outsourc- plicable to outsourcing will apply depending on the
ing (DORA recital no. 69). institution (bank, insurance company, etc.).
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Key points:

«  DORA applies to all ICT services provided on an ongoing basis via ICT systems. Services do
not need to qualify as an “outsourcing”.

« EBA and EIOPA also apply to outsourcings and cloud services, respectively, that do not
involve ICT, e.g. BPO. It needs to qualify as an “outsourcing”.

« Note that DORA, EBA and EIOPA all apply at the same time where the scope overlaps. This
means that the principles under each relevant set of rules must be complied with (in other
words, the accumulated standards).

Another important major difference between the EBA Outsourcing Guidelines and EIOPA Cloud
Outsourcing Guidelines and DORA is that technical and process requirements under DORA are more elabo-
rate, detailed, and prescriptive.

Where the guidelines established a framework, DORA designate to a (much) higher extent how a work process
must be conducted, what a report must look like, which exact data are required to fulfil a given purpose etc.

This approach entails that it will be difficult to ensure and remain compliant unless a financial entity’s work
processes and artefacts created as part of such work processes are narrowly tailored to the concrete DORA
and RTS requirements.

From a practical contract compliance perspective this means that:

«  Work process requirements, such as reporting formats and similar, must be anchored in contracts
with ICT providers to enable the customer (the financial entity) to be compliant.

» Renegotiations will likely take place at a time when the RTSs may not be final and therefore rele-
vant contract mechanisms must be built-in to cover known requirements and cater for last moment
changes.

Direct and indirect contracting requirements

Article 30 of DORA sets out approximately 20 explicit contracting requirements, such as “shall include [...]
the right to monitor [...].”. We call such contracting requirements for “direct” requirements. All direct con-
tract requirements are listed in annex A to this guidance note. Annex A compares DORA’s direct contracting
requirements with the EBA Outsourcing Guidelines and pinpoints the gaps on direct contracting require-
ments that contracts must address to achieve full DORA compliance. The purpose is of this approach is that
financial entities can focus any “upgrading” of EBA Outsourcing Guidelines compliant contracts on the gaps
between the two sets of regulations, rather than starting all over.

When comparing the gaps between the EBA Outsourcing Guidelines and DORA in respect of explicit and
direct contracting requirements, there are only few significant additions to be made. As mentioned, our in-
itial view is explained in Annex A. Obviously, concrete guidance has not yet been issued by regulators and
therefore our guidance is at this stage based on current assessments that may need updating or refinement
over time. The purpose of this guidance is not to provide concrete legal advice, rather to provide our current
thinking for purposes of further dialogue and development of approaches to securing compliant contracting.

In addition, DORA sets out several “indirect” requirements. These are elements that must be included in
an ICT contract because without such elements the financial entity would not be able to fulfil a requirement
applicable to the financial entity, hence the “indirect” nature.

Article 10(2) of the RTS on Harmonisation of ICT Risk Management Tools, Methods, Processes and Policies is
an example of an indirect contract requirement. It states that “These procedures shall: [...] ensure that the ICT
third-party providers handle any vulnerabilities related to the ICT services provided to the financial entity
and report them to the financial entity.” To ensure the ability of the financial entity to be compliant in real life,
the contract with an ICT service provider must spell out the concrete handling and reporting requirements.
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Another more circumvent example is article 1 of the same RTS that states that “Financial entities shall en-
sure that the ICT security policy [...] sets out the consequences of non-compliance with the policies from
staff of the financial entity and ICT third-party service providers [...].”. To be compliant with this require-
ment an ICT security policy must as a starting point include the prescribed contents. However, compliance
is not intended to be merely a paper-based exercise, therefore the indirect effect of the policy requirement is
that a contract with the service provider must also include a relevant consequence, in other words a contrac-
tual right or remedy.

The concept of indirect contracting requirements significantly enlarges the scope of the contractual require-
ments that must be catered for when updating existing contracts or entering into new ones. A financial en-
tity must elect to address only the direct contracting requirements and may on that basis appear to be com-
pliant. But in that case there is a material risk that the contract with an ICT service provider is unaligned
with the financial entity’s regulatory requirements and that the misalignment will lead to separately payable
change requests.

As part of our preparation of DORA templates and tools we have compiled a detailed overview of indirect
contracting requirements that we will share with financial entities embarking on compliance projects. Some
of those requirements are ideally captured by sweep clauses referring to relevant these or types of require-
ments, other requirements require specific wording. The choice on drafting strategy should largely be deter-
mined by seeking to avoid unnecessary risk premiums in your ICT contracts.

Contract compliance implementation strategies

Ensuring DORA contracting compliance in respect of existing contracts can be pursued through different
strategies, including:

Existing contracts:

« Greenfield approach: Issue a template amendment to relevant service providers covering all
DORA contracting requirements irrespective of overlap with EBA or EIOPA requirements.

« Overlap approach: Issue a template amendment to relevant service providers covering only the
gap between the similar contracting requirements under the EBA Outsourcing Guidelines or EIOPA
Cloud Outsourcing Guidelines.

For certain service providers it may be prudent to base the compliance update on the service provid-
ers’ standard amendment. Generally, only the larger ICT providers and in particular the hyperscalers
and largest SaaS providers will develop their own standard amendments. Google Cloud and Oracle
Cloud have each published overviews that set out how their standard contracts comply with DORA
contracting requirements. Those overview documents are available on Oracles website.3 Neither of
the standard sets of terms cover the indirect contracting requirements.

New contracts:
« Ifbased on buy-side template: Issue complete contract bundle which is “DORA, EBA, and EIOPA”
compliant.

« Ifbased on standard sell-side template without financial services (FS) amendment: Issue
standard amendment which is “DORA, EBA, and EIOPA” compliant.

« Ifbased on standard sell-side template with financial services (FS) amendment: Provide
mark up to the FS amendment.

3 https://www.oracle.com/uk/a/ocom/docs/contract-checklist-dora.pdf and
https://www.oracle.com/uk/a/ocom/docs/contract-checklist-for-eba-eiopa-esma-guidelines.pdf.
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The DORA contracting process: Risk assessments and conduct of service
provider due diligence

DORA contains requirements on risk assessment and service provider due diligence.

Financial entities should take into account that management of ICT third-party risk in general shall be im-
plemented in light of the principle of proportionality. As part of exercising this principle, the institutions
shall according to article 28(b) consider “the risks arising from contractual arrangements on the use of ICT
services concluded with ICT third-party service providers, taking into account the criticality or impor-
tance of the respective service, process or function, and the potential impact on the continuity and availa-
bility of financial services and activities, at individual and at group level”.

DORA also requires institutions to maintain and update a register of information in relation to all contractu-
al arrangements on the use of ICT services, which evidently requires that all relevant information is collect-
ed on service providers in its supply chain.

Consequently, risk assessment and proper due diligence is a fundamental and important part of DORA
compliance.

Risk assessments

Chapter IT of DORA concerns ICT risk management in general. This includes various ongoing risk assess-
ments and identification of risks relating to the use of ICT services and dependencies on ICT third-party ser-
vice providers (see article 8 of DORA).

With respect to the pre-contractual phase, DORA requires that the financial entity identify and assess all rel-
evant risks before entering into a contractual arrangement on the use of ICT services. This should take into
account ICT concentration risk at entity level.

As part of DORA’s general principles for a sound management of ICT third-party risk, article 28(4)(c) of
DORA requires:

“Before entering into a contractual arrangement on the use of ICT services, financial enti-
ties shall: [...]

(c) identify and assess all relevant risks in relation to the contractual arrange-
ment, including the possibility that such contractual arrangement may contribute to
reinforcing ICT concentration risk as referred to in Article 29; [...]”

The assessment of ICT concentration risk at entity level is further described in article 29(1) of DORA:

“When performing the identification and assessment of risks referred to in Article 28(4),
point (¢), financial entities shall also take into account whether the envisaged conclu-
sion of a contractual arrangement in relation to ICT services supporting critical or impor-
tant functions would lead to any of the following:

(a) contracting an ICT third-party service provider that is not easily substitutable; or

(b) having in place multiple contractual arrangements in relation to the provision of ICT
services supporting critical or important functions with the same ICT third-party ser-
vice provider or with closely connected ICT third-party service providers.

Financial entities shall weigh the benefits and costs of alternative solutions, such as the use
of different ICT third-party service providers, taking into account if and how envisaged
solutions match the business needs and objectives set out in their digital resilience strategy.”

Similar requirements apply when comparing with EBA Outsourcing Guidelines, including the focus on con-
centration risks.
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Consequently, the essence of the DORA requirements is:

» Arisk assessment may lead to the conclusion that ICT services should not be sourced via a third party.

« Risk assessment must be made before entering into the contractual arrangement on ICT services, re-
visited at relevant intervals, and updated if events occurring merits an update.

« Risk assessments will in practice be closely connected to an institution’s business- and service conti-
nuity planning and to its documented exit plans.

« Risk assessments must take the vendor due diligence made into consideration.
« Arisk assessment is done on per contract basis.

« The financial entity must take into account the risk of relying on one of very few vendors.

Due diligence

With respect to the pre-contractual phase, DORA requires that the financial entity to conduct proper due
diligence in the process of selection and assessment of ICT third-party service providers and assessing po-
tential conflicts of interest.

As part of DORA’s general principles for a sound management of ICT third-party risk, article 28(4)(d) and
(e) of DORA requires:

“Before entering into a contractual arrangement on the use of ICT services, financial enti-
ties shall: [...]

(d) undertake all due diligence on prospective ICT third-party service providers and
ensure throughout the selection and assessment processes that the ICT third-party ser-
vice provider is suitable;

(e) 1identify and assess conflicts of interest that the contractual arrangement may
cause.”

Similar requirements apply when comparing with EBA Outsourcing Guidelines.
Consequently, the essence of the DORA requirements is:
« Avendor due diligence can be based on a template and should follow a chosen methodology but the

due diligence must take all relevant individual circumstances into consideration.

 Inreality, the due diligence must be based on a very broad business assessment taking the propor-
tionality principle into consideration.

» Arenewed due diligence must be made if more contracts are to be entered into with the same vendor.
Such new due diligence can be in the form of a verification of the applicability of a previously made
due diligence.
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How we can assist you

Gorrissen Federspiel advises financial entities on DORA compliance in general and on contracting compli-
ance programmes. As part of our advisory we provide access to a range of tools that include:

Gorrissen Federspiel’s scope agnostic outsourcing framework agreement for financial entities, which
comply with EBA/DORA/ESMA/EIOPA requirements out of the box

Best practice guidance notes as released from time to time

Training presentations

EBA and DORA compliance project guidance

EBA Outsourcing Guidelines compliance tracker covering all process and other requirements
EBA Outsourcing and C/I assessment tool

DORA Contract and C/I assessment tool

Combined EBA, EIOPA, and DORA Contract and C/I assessment tool

Gap analysis EBA Outsourcing Guidelines and DORA contracting requirements

Gap analysis EIOPA Guidelines on outsourcing to cloud service providers and DORA contracting

requirements

« Overview of indirect DORA contracting requirements
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Annex A - Direct DORA contracting requirements compared with EBA Outsourcing

Guidelines

The table below sets out the direct DORA contracting requirements and maps where those requirements are
covered, if that is the case, in the EBA Outsourcing Guidelines and in DEO.

The “gap” column sets out the particular DORA requirement is not fully covered by an EBA or DEO require-
ment. The intention is to identify elements where a template DORA amendment should replace or supple-
ment terms and conditions agreed in an existing agreement which is EBA/DEO compliant.

The table is based on DORA and the draft Regulatory Technical Standard on subcontracting.

DORA requirement

EBA/DEO

DORA
art. ref
1. 28,3
2. 28,7
3. 30,1
4 30,1
5 30,1

“The contractual arrangements re-
ferred to in the first subparagraph
shall be appropriately documented, ...

“Financial entities shall ensure that
contractual arrangements on the use
of ICT services may be terminated in
any of the following circumstances:
(a) significant breach by the ICT
third-party service provider of appli-
cable laws, regulations or contractu-
al terms;

(b) circumstances identified through-
out the monitoring of ICT third-party
risk that are deemed capable of alter-
ing the performance of the functions
provided through the contractual ar-
rangement, including material chang-
es that affect the arrangement or the
situation of the ICT third-party service
provider;

(c) ICT third-party service provider’s
evidenced weaknesses pertaining to
its overall ICT risk management and
in particular in the way it ensures the
availability, authenticity, integrity
and, confidentiality, of data, whether
personal or otherwise sensitive data,
or non-personal data; (d) where the
competent authority can no longer ef-
fectively superuise the financial entity
as a result of the conditions of, or cir-
cumstances related to, the respective
contractual arrangement.”

“The rights and obligations of the
financial entity and of the ICT
third-party service provider shall
be clearly allocated and set out in
writing”

“The full contract shall include the ser-
vice level agreements”

“and be documented in one written
document which shall be available to
the parties on paper, or in a document
with another downloadable, durable
and accessible format.”

No similar
requirement

EBA 98
DEO annex 3, 5

EBA 74
DEO 21

EBA 751)
DEO annex 3,11 (i)

No similar
requirement

This is not a real gap as this require-
ment is generally complied with by
having a writing contract.

There is no general gap between DORA
and EBA and the termination rights
must apply to all contracts irrespective
of criticality. However, under DEO the
requirement only applies to critical or
important contracts. We suggest using
the relevant DORA wording for all ICT
and outsourcing contracts.

The DORA wording under b) focuses
on termination due to material changes
that has been identified through mon-
itoring of ICT third-party risk, where-
as the EBA/DEO wording only "where
there are existence of material chang-
es”. We suggest using the DORA word-
ing which will also cover the EBA and
DEO requirement.

The DORA wording under c) has a sim-
ilar scope as the EBA requirement but
the DORA wording is possibly broader.
We suggest using the DORA wording.

No gap.

No gap

This is a process requirement that en-
ables the buy-side to require that all
terms and conditions available online
can be downloaded in one file (one
written document).
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No.

6.

T

8.

9.

10.

11.

DORA
art. ref

30,22)

30,2b)

30,2¢)

30,2d)

30,2¢€)

30, 21)

DORA requirement

EBA/DEO

EBA 75 a) and e)
DEO annex 3,1 a)
and f)

“a clear and complete description of all
functions and ICT services to be pro-
vided by the ICT third-party service
provider, indicating whether subcon-
tracting of an ICT service supporting a
critical or important function, or ma-
terial parts thereof, is permitted and,
when that is the case, the conditions
applying to such subcontracting;”

EBA 75 f)
DEO annex 3,1 g)
and h)

“the locations, namely the regions

or countries, where the contracted or
subcontracted functions and ICT ser-
vices are to be provided and where
data is to be processed, including the
storage location, and the requirement
for the ICT thirdparty service provid-
er to notify the financial entity in ad-
vance if it envisages changing such
locations;”

EBA758)
DEO annex 3, 11)

“provisions on availability, authentic-
ity, integrity and confidentiality in re-
lation to the protection of data, includ-
ing personal data”

“provisions on ensuring access, recov-
ery and return in an easily accessible
format of personal and non-personal
data processed by the financial enti-
ty in the event of the insolvency, reso-
lution or discontinuation of the busi-
ness operations of the ICT third-party
service provider, or in the event of
the termination of the contractual

EBA 75 mg
DEO annex 3,1 0)

arrangements;”

“service level descriptions, including EBA 751)

updates and revisions thereof” DEO annex 3, 1
D®

“the obligation of the ICT third-party =~ No similar

service provider to provide assistance  requirement

to the financial entity at no addition-

al cost, or at a cost that is determined
ex-ante, when an ICT incident that is

related to the ICT service provided to
the financial entity occurs”
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The only difference in requirements is
that descriptions under DORA must
also be “complete”.

For practical purposes, this “gap” is not
an element which is managed by a con-
crete contract provision. Rather, this is
a process requirement which can be in-
terpreted to mean that the description
of services must be in place at the time
of signing and cannot (which it is seen
from time to time) be developed after
signing other than a relevant detailing
of time plans and similar.

No gap, except for the following.
Note that EBA and DEO requirement
only applies to critical and important
functions but the DORA requirement
applies to all contracts.

Note that EBA and DEO requirement
only applies to critical and important
functions but the DORA requirement
applies to all contracts.

The EBA requirement is subject to
“where relevant”. The same qualifica-
tion does not apply explicitly under
DORA. We suggest using the DORA
wording.

Note that EBA and DEO requirement
only applies to critical and important
functions but the DORA requirement
applies to all contracts.

The DORA requirement has added re-
quirements as to access “in an easily
accessible format”. We suggest using
the DORA wording.

No gap.

This requirement is specific to DORA
and represents a gap to be dealt with.
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12.

13.

14.

15.

16.

17.

18.

DORA
art. ref

30,28)

30,2h)

30,21)

30,3 a)

30,3b)

30,3¢)

30,3d)

DORA requirement

“the obligation of the ICT third-par-

ty service provider to fully cooperate
with the competent authorities and the
resolution authorities of the financial
entity, including persons appointed by
them”

“termination rights and related min-
imum notice periods for the termina-
tion of the contractual arrangements,
in accordance with the expectations of
competent authorities and resolution
authorities;”

“the conditions for the participation

of ICT third-party service providers

in the financial entities’ ICT security

awareness programmes and digital

operational resilience training in ac-
cordance with Article 13(6)”

“full service level descriptions, includ-
ing updates and revisions thereof with
precise quantitative and qualitative
performance targets within the agreed
service levels to allow effective mon-
itoring by the financial entity of ICT
services and enable appropriate cor-
rective actions to be taken, without un-
due delay, when agreed service levels
are not met”

“notice periods and reporting obliga-
tions of the ICT third-party service
provider to the financial entity, includ-
ing notification of any development
that might have a material impact on
the ICT third-party service provider’s
ability to effectively provide the ICT
services supporting critical or impor-
tant functions in line with agreed ser-
vice levels”

“requirements for the ICT third-par-
ty service provider to implement and
test business contingency plans and
to have in place ICT security meas-
ures, tools and policies that provide
an appropriate level of security for
the provision of services by the finan-
cial entity in line with its regulatory
framework”

“the obligation of the ICT third-par-
ty service provider to participate and
fully cooperate in the financial enti-
ty’s TLPT as referred to in Articles 26
and 27"

EBA/DEO

751n)
DEO annex 3, 1 p)

No similar
requirement

No similar
requirement

EBA 751)
DEO annex 3, 11 (1)

EBA75))
DEO annex 3, 1k)

EBA 751)
DEO annex 3, 1 n)

No similar
requirement
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No gap, except for the following.
Note that EBA and DEO requirement
only applies to critical and important
functions but the DORA requirement
applies to all contracts.

This requirement does not represent a
gap. Rather, this is requirement for fi-
nancial entities to consider which ter-

mination rights and associated notice

periods will fulfil expectations of com-
petent authorities.

This requirement is specific to DORA
and represents a gap to be dealt with.

There is no gap in respect of the re-
quirements as to service descriptions
and service levels.

DORA has a new requirement stating
that a contract must “enable appropri-
ate corrective actions to be taken, with-
out undue delay, when agreed service
levels are not met”. This requirement
should be backed up by concrete word-
ing referring to customary remedies
such as service credits, proportionate
reduction, and the duty to remediate.

No gap.

The DORA wording is more expansive
and refers also to “to have in place ICT
security measures, tools and policies”.
We suggest using the broader DORA
wording.

This requirement is specific to DORA
and represents a gap to be dealt with.
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19.

20.

21.

22,

23.

24.

25.

DORA
art. ref

30,3¢)
@

30,3¢€)
(ii)

30,3¢€)
(iii)

30,3¢€)
(@iv)

30,31 (i)

30,3f
(i)

RTS on
subcon-
tracting
4a)

DORA requirement

“the right to monitor... the following:
unrestricted rights of access, inspec-
tion and audit by the financial enti-
ty, or an appointed third party, and
by the competent authority, and the
right to take copies of relevant docu-
mentation on-site if they are critical
to the operations of the ICT third-par-
ty service provider, the effective exer-
cise of which is not impeded or limited
by other contractual arrangements or
implementation policies “

“the right to monitor-... the following:
the right to agree on alternative assur-
ance levels if other clients’ rights are
affected “

“the right to monitor-... the following:
the obligation of the ICT third-par-

ty service provider to fully cooperate
during the onsite inspections and au-
dits performed by the competent au-
thorities, the Lead Overseer, financial
entity or an appointed third party “

“the right to monitor-.. the following:
the obligation to provide details on the
scope, procedures to be followed and
frequency of such inspections and au-
dits “

“exit strategies, in particular the es-
tablishment of a mandatory adequate
transition period:

during which the ICT third-party ser-
vice provider will continue providing
the respective functions, or ICT ser-
vices, with a view to reducing the risk
of disruption at the financial entity or
to ensure its effective resolution and
restructuring”

“exit strategies, in particular the es-
tablishment of a mandatory adequate
transition period:

allowing the financial entity to mi-
grate to another ICT third-party ser-
vice provider or change to in-house
solutions consistent with the complexi-
ty of the service provided”

“In particular, and without prejudice
to the final responsibility of the finan-
cial entity, for each ICT service eligible
for subcontracting the written con-
tractual agreement shall specify:
that the ICT third-party service pro-
vider is required to monitor all sub-
contracted ICT services supporting a
critical or important function to en-
sure that its contractual obligations
with the financial entity are continu-
ously met”

EBA/DEO

EBA 75h)

DEO annex 3, 1j)
EBA 85-89 (on
audit)

DEO annex 3, 4
a)-d)

No similar
requirement

EBA 75 n)
DEO annex 3, 1 p)

No similar
requirement

EBA 99
DEO annex 3, 6
a-c)

EBA 99
DEO annex 3, 6
a-c)

EBA 78 ¢)
DEO annex 3, 2 ¢)
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The DORA requirements are more ex-
pansive than the EBA requirements.
We suggest developing new contract
provisions that full cover the scope of
both EBA and DORA requirements.

This requirement is specific to DORA
and represents a gap to be dealt with.

In principle there is no gap, but the list
of authorities needs to be updated.

This requirement is specific to DORA
and represents a gap to be dealt with.

No gap.

No gap.

No gap
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26.

27.

28.

29.

30.

DORA
art. ref

RTS on
subcon-
tracting
4b)

RTS on
subcon-
tracting
40

RTS on
subcon-
tracting
4d)

RTS on
subcon-
tracting
4€)

RTS on
subcon-
tracting

41

DORA requirement

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

the monitoring and reporting obli-
gations of the ICT third-party service
provider towards the financial entity;

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

that the ICT third-party service pro-
vider shall assess all risks, including
ICT risks, associated with the loca-
tion of the potential subcontractor and
its parent company and the location
where the ICT service is provided from

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

the location and ownership of data
processed or stored by the subcontrac-
tor, where relevant;

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

that the ICT third-party service pro-
vider is required to specify the mon-
itoring and reporting obligations of
the subcontractor towards the ICT
third-party service provider, and
where relevant, towards the financial
entity

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

that the ICT third-party service pro-
vider is required to ensure the con-
tinuous provision of the ICT services
supporting critical or important func-
tions, even in case of failure by a sub-
contractor to meet its service levels or
any other contractual obligations;

EBA/DEO

No similar require-
ment (in respect
of reporting in the
specific context of
subcontracting)

No similar
requirement

No similar require-
ment specific to
subcontractors but
in principle includ-
ed under

EBA 75 1)

DEO annex 3,1g)

No similar
requirement

No similar
requirement
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This requirement is specific to DORA
and represents a gap to be dealt with.

This requirement is specific to DORA
and represents a gap to be dealt with.

Not necessarily a gap but we suggest to
include references to subcontractors in
respect of the specification of “the loca-
tion and ownership of data processed
or stored”.

This requirement is specific to DORA
and represents a gap to be dealt with.

This requirement is specific to DORA
and represents a gap to be dealt with.
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31.

32.

33

34.

35.

DORA
art. ref

RTS on
subcon-
tracting
48)

RTS on
subcon-
tracting
4h)

RTS on
subcon-
tracting
41)

RTS on
subcon-
tracting
4))

RTS on
subcon-
tracting
6,1)

DORA requirement

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

the incident response and busi-

ness continuity plans in accordance
with Article 11 of Regulation (EU)
2022/2554 and service levels to be met
by the ICT subcontractors;

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

the ICT security standards and any
additional security features, where
relevant, to be met by the subcontrac-
tors in line with the RTS mandated

by Article 28(10) of Regulation (EU)
2022/2554;

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

that the subcontractor shall grant to
the financial entity and relevant com-
petent and resolution authorities at
least the same audit, information and
access rights as 13 granted to the fi-
nancial entity and relevant competent
authorities by the ICT thirdparty ser-
vice provider;

In particular, and without prejudice to
the final responsibility of the financial
entity, for each ICT service eligible for
subcontracting the written contractual
agreement shall specify:

that the financial entity has termina-
tion rights in accordance with article
7, or in case the provision of services
fails to meet service levels agreed by
the financial entity

In case of any material changes to the
subcontracting arrangements, the fi-
nancial entity shall ensure, through
the ICT contractual arrangement

with its ICT third-party service pro-
vider, that it is informed with a suffi-
cient advance notice period to assess
the impact on the risks it is or might be
exposed to, in particular where such
changes might affect the ability of the
ICT third-party service provider to
meet its obligations under the contrac-
tual agreement, and with regard to
changes considering the elements list-
ed in Article 1.

EBA/DEO

No similar
requirement

No similar
requirement

EBA 79 b)
DEO annex 3, 2 i)

No similar
requirement

EBA 78 )
DEO DEO annex
3,21)

PAGE 18

This requirement is specific to DORA
and represents a gap to be dealt with.

This requirement is specific to DORA
and represents a gap to be dealt with.

No gap.

This requirement is specific to DORA
and represents a gap to be dealt with.

No gap.
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36.

37-

38.

39

DORA
art. ref

RTS on
subcon-
tracting
6,3)

RTS on
subcon-
tracting
6,4)

RTS on
subcon-
tracting
7,1) a)

RTS on
subcon-
tracting
7,1)b)

DORA requirement

The financial entity shall require that
the ICT third-party service provider
implements the material changes only
after the financial entity has either ap-
proved or not objected to the changes
by the end of the notice period.

The financial entity shall have a right
to request modifications to the pro-
posed subcontracting changes before
their implementation if the risk assess-
ment referred to referred to in para-
graph 1) concludes that the planned
subcontracting or changes to 14 sub-
contracting by the ICT third-party ser-
vice provider exposes the financial en-
tity to risks as specified in Article 3(1)
that exceed its risk appetite.

Without prejudice to the termina-

tion clauses set out in accordance

with Article 28 paragraph (10) of
Regulation (EU) 2022/2554, the finan-
cial entity has a right to terminate the
agreement with the ICT third-party
service provider in each of the follow-
ing cases:

when the ICT third-party service pro-
vider implements material changes to
subcontracting arrangements despite
the objection of the financial entity, or
without approval within the notice pe-
riod as referred to in Article 6,

Without prejudice to the termina-
tion clauses set out in accordance
with Article 28 paragraph (10) of
Regulation (EU) 2022/2554, the finan-
cial entity has a right to terminate the
agreement with the ICT third-party
service provider in each of the follow-
ing cases:

when the ICT third-party service pro-
vider subcontracts an ICT service
supporting a critical or important
function explicitly not permitted to

be subcontracted by the contractual
agreement.

EBA/DEO

No similar require-
ment (the exist-
ing requirement

in EBA 78 f) and
DEO Annex 3,2 g)
is scoped slightly
differently

No similar
requirement

Partly covered by
EBA 79 g) and
DEO Annex 3,2 h)

No similar require-
ment (though in
principle covered
by the broader
wording of EBA 79
g) and DEO Annex
3,2h)
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This requirement is specific to DORA
and represents a gap to be dealt with.

This requirement is specific to DORA
and represents a gap to be dealt with.

Must be dealt with by appropriate ad-
ditional drafting.

We suggest to include drafting ex-
plicitly tailored to meet the DORA
requirement.



Gorrissen Federspiel

Axeltorv 2
gorrissenfederspiel.com

1609 Copenhagen V

Denmark



	Executive summary
	The existing and past legal requirements to contracting
	Briefly on DORA
	Scope and key differences between DORA, EBA Outsourcing Guidelines and EIOPA Cloud Outsourcing Guidelines
	Direct and indirect contracting requirements
	Contract compliance implementation strategies
	The DORA contracting process: Risk assessments and conduct of service provider due diligence 
	Kontakt

